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New Standard Contractual Clauses (SCCs) Adopted by the EU in relation to GDPR

On 4™ June 2021, the EU Commission issued

General
two new sets of standard contractual clauses (SCCs), i
reflecting new requirements under the General Data Protection
Protection Regulation (GDPR) and the Judgment by * Regulation

the Court of Justice of the European Union in
‘Schrems I’ (Data Protection Commissioner v.
Facebook Ireland Limited, Maximillian Schrems (C-311/18)). One is for transfer of
personal data to third countries, whilst the other is for use between controllers
and processors.

The EU’s standard contractual clauses are standardised and pre-approved
model data protection clauses that can be incorporated into contractual
arrangements on a voluntary basis, providing an easy-to-implement tool to
comply with data protection requirements.

Key Changes brought by the New SCCs for Transfer of Personal Data to Third
Countries

1. Modular approach: the updated SCCs provide for 4 different modules, namely

e Transfer from controller to controller;
e Transfer from controller to processor;
e Transfer from processor to processor; and
e Transfer from processor to controller.

Previously, processor-to-processor transfers and processor-to-controller
transfers were not accounted for. This will enable more flexibility for complex
processing chains.
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2. Multiple signatories and optional “docking” clause

Previously it was only possible for a single exporter and a single importer to
be signatories. However, it will now be possible for more than two parties to join
and use the clauses.

In addition to this, subject to the agreement of all parties, the optional
“docking” clause in the new SCCs permits new parties to be added as signatories
even after these SCCs have been executed, rather than requiring the SCCs to be
re-executed each time a new party is added.

3. Introduction of Transfer Impact Assessment (reflecting Schrems Il Judgment)

Following the Judgment of the Court of Justice of the European Union in
Schrems Il, the new SCCs require Transfer Impact Assessments which must be
documented. This involves assessment of the levels of data protection provided
by the laws of the country of data importation, and determination of whether
‘supplementary measures’ (e.g. encryption) need to be implemented to ensure
that the data is protected to the requisite GDPR standard.

Clause 15 of the new SCCs require the data importer to promptly notify the
data exporter (as well as the data subject where possible), if it receives a legally
binding request from a public authority or becomes aware of any direct access by
public authorities to personal data transferred pursuant to these SCCs.

4. Implementation of technical and organisational measures to ensure security of
data

Annex Il of the new SCCs requires a detailed description of the technical
and organisational measures implemented to be set out for each of the modules
(listed above). These include measures such as pseudonymisation and encryption
of personal data.
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New Set of SCCs for use between Controllers and Processors

In addition to the above, the European Commission has issued another set
of SCCs which ensures compliance with Article 28 of the GDPR. This Article
stipulates the provisions for data processing agreements between data
controllers and processors.

As the new set of SCCs for transfer of data to third countries incorporates
the Article 28 processor terms, it will not be necessary for controllers entering
into these new SCCs, to impose separate contractual measures on processors to
comply with Article 28 GDPR. This should also simplify negotiations for those
parties in future.

Timing

For controllers and processors that are currently using previous sets of
standard contractual clauses, they have approximately 18 months to transition to
the new SCCs.

In late September 2021 (estimated), the existing SCCs will no longer be
valid for future use. All new data transfers relying on the SCCs must use the new
SCCs in order to be GDPR-compliant.

Organisations must implement the new SCCs by late December 2022
(estimated), when use of the existing SCCs must stop altogether.
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